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LEGAL NOTICE DISCLAIMER

This document and the contents of all materials available from this document (the “Content”) are
subject to copyright (including patent protection) by SILVAIR, unless otherwise indicated.
Copyright is not claimed as to any part of the intellectual property owned by Bluetooth SIG, Inc.
Product names and markings noted herein may be trademarks of their respective owners.
Accordingly, the Content may not be republished in any way without the prior written consent of
SILVAIR. In doing so, you may not remove or alter, or cause to be removed or altered, any
copyright, trademark, trade name, service mark, or any other proprietary notice or legend
appearing on any of the Content. Modification or use of the Content except as expressly provided
herein violates SILVAIR’s intellectual property rights. Neither title nor intellectual property rights
are transferred to you by access to this document.

The information provided in this document is provided “AS-1S” and SILVAIR specifically disclaims
any and all express, implied or statutory warranties, including the implied warranties of fitness for
a particular purpose, and of merchantability and against infringement. No person is authorized to
make any warranty or representation on behalf of SILVAIR concerning the performance of the
described services or information. The user of the document assumes all responsibility and
liability for proper and safe handling of the goods and services. Further, the user indemnifies
SILVAIR from all claims arising from the handling or use of the goods and services. It is the user’s
responsibility to take any and all appropriate precautions with regard to electrostatic discharge
and any other technical or legal concerns. Users handling electrostatic discharge installation must
have appropriate electronics training and observe good standards of engineering practice. Except
as expressly indicated in writing, SILVAIR services are not designed for use in medical, life-saving,
or life-sustaining applications or for any other application in which the failure of the SILVAIR
service could result in personal injury or death. The information contained in this document may
not be used contrary to applicable law or any purpose other than specified in the document i.e. for
a lighting control solution.

Unless otherwise specified in the writing, to the maximum extent permitted by applicable law.
SILVAIR SHALL NOT BE RESPONSIBLE OR LIABLE TO ANYBODY FOR ANY DIRECT or
INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES, INCLUDING,
BUT NOT LIMITED TO, LOSS OF REVENUES, LOSS OF PROFITS OR LOSS OR INACCURACY OF
DATA, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, OR INCURRED IN USING
THIS DOCUMENT OR SILVAIR’S SERVICES AND/OR PRODUCTS. SILVAIR'S CUMULATIVE
LIABILITY FOR ANY AND ALL DAMAGES IS LIMITED TO THE AMOUNTS PAID TO SILVAIR BY
THE USER IN THE LAST 12 (TWELVE) MONTHS FOR THE PARTICULAR PRODUCTS AND/OR
SERVICES WITH RESPECT TO WHICH A CLAIM IS MADE. SILVAIR HAS AGREED WITH THE
USER THAT THESE LIMITATIONS WILL SURVIVE AND APPLY EVEN IF ANY LIMITED REMEDY
SPECIFIED IN THIS AGREEMENT IS FOUND TO HAVE FAILED OF ITSESSENTIAL PURPOSE.

The parameters provided in this document may vary over time. All operating parameters,
including typical parameters, must be validated by each customer’s technical experts.
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Except as expressly indicated in writing, no license, express or implied, to any intellectual property
rights is granted by this document or by any conduct of SILVAIR.

The document and information provided in this document is proprietary to SILVAIR, and unless
otherwise indicated in writing, SILVAIR reserves the right to make any changes to the information
in this document or to any products and services at any time without notice.

The document as well as the rights and obligations of SILVAIR and of the user of the
documentation and/or SILVAIR’S services hereunder shall be governed by Polish regulations. The
user of the document and SILVAIR agree to submit to the exclusive jurisdiction of, and venue in,
the courts of Krakow, in any dispute arising out of or relating to this agreement. The application of
the “United Nations Convention on Contracts for the International Sale of Goods” is hereby
excluded. All required or permitted notices to Silvair under this document will be made in writing,
make reference to this document, and be delivered by hand, or dispatched by prepaid air courier
or by registered or certified airmail, postage prepaid, addressed as follows:

SILVAIR Sp.z o.0.
ul. Jasnogérska 44
31-358 Krakéow
Poland
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Overview

OTA firmware update for devices in the Bluetooth mesh

OTA (over-the-air) firmware update allows you to upgrade the Silvair firmware or external
firmware on your lighting devices using the Commissioning mobile app. The update of Silvair
firmware is automatic (the new firmware is stored and downloaded from the cloud). To update
external firmware, user must have a firmware file (in a zip format) and upload it to the
Commissioning mobile app.

NOTE:

Light blinking / light turns off.

When a device is selected for a firmware update and it is being updated via the Silvair app, it always
blinks and the light turns off after firmware update starts. This is expected behavior and may last for a
few seconds for each of the updated devices.

IMPORTANT NOTICE:

While doing the OTA (over-the-air) update make sure the devices are powered on. Powering off

the device during the update may render the device unusable.

The main features of the OTA update in the Commissioning app are:

e ability to update the firmware of devices that have already been added to the mesh
network (provisioned)

e updating and commissioning activities can be done using a single app

e the update is simultaneous on up to 4 devices (e.g. user selects 20 devices to update,
first 4 devices are queued and updated with new firmware, then the app selects the
remaining devices and updates them in packets of four)

e ability to update devices from the level of a single, or multiple zones (user first
chooses the zone(s) where he’d like to start the update and then selects the devices
to update)

e updating devices with the mobile app is possible only for devices with Silvair
firmware version 2.10 and higher
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NOTE:

With the Silvair DFU app you can upgrade devices which are not part of the mesh: devices which have
not been added yet or have been removed from the mesh network. Updating firmware with the DFU
app is available only for devices running firmware version 2.8.0 and above.

NOTE:

Devices updated with new firmware features must be recommissioned (removed and added to the
project again) in order to activate those features.

Requirements to use the automatic OTA in the mobile app:

e anaccount in the commissioning web app

e the commissioning mobile app for iOS

e access to the project with devices to be updated

e a zip file with upgraded firmware which allows for the update of devices with
external (not Silvair) firmware

NOTE:
Once the device’s firmware is updated, it is not possible to revert it to a previous version!

Click here to see the update flow in the app.
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OTA firmware update in the mobile app

NOTE:

Light blinking / light turns off.
When a device is selected for a firmware update and it is being updated via the Silvair app, it always

blinks and the light turns off after firmware update starts. This is expected behavior and may last for a
few seconds for each of the updated devices.

Step 1 Step 2
e Select a project and an area where you e Pressthe ' buttonon the areaplan and
would like to do the devices’ update. choose “Update devices”. This allows to
select devices added to the zones from that
area.

15:48

Floor 1

Edit

Remove

Update devices

Mesh quality

Floor 1 Floor 1
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Step 3 Step 4

e Select firmware to be updated. The screen  NOTE: This step is an addition to Step 3 in case you
will show only the devices which have update devices with external firmware.
higher firmware versions available.
e If youselect external firmware update, you

Update methods: must choose the external firmware file from
e Silvair firmware - for devices with the dropdown under each device group. It is
Silvair firmware not possible to update a device with external
e External firmware - for devices firmware without a file.
with external firmware (they e Click here to check how to upload external
undergo update from file) firmware file to your iOS device.
o Press NEXT and select zones where you will
e You can select updates for devices with be doing the update (step 5).
Silvair and external firmware at the same
time.

e |ncase you update devices with external
firmware, go to step 4.

e Press NEXT and select zones where you
will be doing the update (step 5).

e Thedevices onthe below screen are all
devices from the selected area.

e The number next to a device name is a total
number of devices with the same firmware
from the selected area.
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9:41 AM : : 1007%: -

.
.

Update Floor 1 : € Update Floor 1

Silvair firmwara Silvair firmware
Smart Device 100 0] Smart Device 100
D DEVICES DEVICES
Custom name 59
Custom name
D sg D DEVICES

DEVICES

External firmware
External firmware

Custormn name ] 50
D Custom name 1 50 DEVICES
| DEVICES
2

t;"ICU_Ser'.'Er_l _10_2.14.0-rc0-81fcb1d-silvair...

How to upload external firmware file?

How 1o upload external firmware file?

1. Taptosee, or remove the uploaded firmware
file.

2. Thisis the uploaded firmware file which will
be used to update this device.

3. You can also check how to upload external
firmware file by tapping SHOW button on the
bottom of the screen.

Step 5 Step 6

e Select the zones where you would like to e Double check the chosen devices to update. At
start the update. You can select one or this moment you can still deselect some zones
more zones. or devices.

e When choosing zones make sure not to e Make sure that you physically are in a close
select the zones that are out of the range distance from the selected devices (the closer
of your iOS device. We recommend to to the luminaire, the better).
choose zones that are located at maximum e Confirm by pressing UPDATE (XX) DEVICES
30 metres away from your position. button which shows the total number of

e You can select zones manually by tapping devices to update.
on each zone’s icon. e The update should start immediately.
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e You can also quickly select all zones by

) . ) NOTE: Remember to keep the phone within
pressing the button and choosing 10-30 meters of distance from the updated
Select all zones. devices and do not power them off during the

e Press NEXT button. update.

NOTE: Make sure that there is one person
updating devices in the zone in a range of
approx. 30 metres. If e.g. 2 commissioners are
updating devices in a close distance (less than
30m), at the same time, their phones can
connect to the same Proxy device, which may

leads to errors.
9:41 AM
9:41 AM
Update | Select all zones
Select devices to update
Smart Device EEﬂd feedback
Smart Device
Log out
o Zone 2 | Select all devices

Zone 1

o Zone 1 e

“0- Device A3FD

Davice A3FD

o0

° Zone 3

JO- Device A3FO

Select one or more zones UPDATE XX DEVICES
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Step 7 Step 8
e Devices are updated simultaneously in e Ifthereisanerror, the app will show the
groups of 4 devices. “Update error” message under device name.
e Ifyou are connected to a “Proxy” device e Inthis case, press the “Retry all” button to run
and select it for an update, it will always be the update again.

updated as the last one in a queue.

e Devices with external firmware are
updated after all Silvair firmware devices
finished updating.

e After finishing the update, the app will
show “All devices have been updated”
message.

NOTE: Do not interrupt the update while
the selected devices are being updated.

2:471 AM

wll ¥ 9:41 AM 100% -

X Update queue -

Update queue

Smart Device

Smart Device

Zone 1
Zone 1

25-’?1' Device A3FD ‘-\l
25% Device A3F0

25-?II Device A3FO

Device A3FD X
Device A3F0 X
Device AJFD b4
Device A3FD b4 )
@ Device A3F0 o
Device A3FO x

» Completed -0
»~ Completed - 0

Error updating 1 device RETRY ALL
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Update from file (devices with external firmware)

Step 1

e Import the file with the new version of
the firmware into your iOS device. You
candoit e.g. by AirDrop, or send via
email.

e Afterimporting the zip firmware file,
copy it to the mobile app.

e The app will show “Uploading file”
message on the screen.

AirDrop. Tap to turn on Wi-Fi and
Biuatooth 1o share with AirDrop.

®

APP
LOGO

Copy to
FOUr 3pp

Maszage Mail

O

Cuick Look

Cancel
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Step 2

e Thefirmware file is uploaded in the app.
e Select the firmware file from the dropdown
under a device type you want to update.

NOTE: You can remove the unwanted firmware
file. Todo it, open the FILES tab, click on a 3-dot
menu and press “Remove”.

Update Floor 1

Slvair firmware
0 Smart Device Silvair 100

DEVSCES

External firmware
Mobile UART
59

EWCES

External firmware file

page
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Step 3

e Select the devices to update with new
firmware.

e You canselect all devices or choose
individual ones manually.

e Pressthe button at the bottom of the
screen to start updating.

all T 100% -

9:41 AM

<  Select devices to update

Update from file

v  Select all devices

Zone 1

v -O- Device A3F0
~ -O- Device A3FO
v -O- Device A3F0

v -0O- Device A3FO

UPDATE 4 DEVICES
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Step 4

e The update should complete automatically
on all selected devices.

e After updating, you should see the
message confirming the successful update.

NOTE: In the case of an update error, press the
“Retry all” button at the bottom of the screen to
restart the firmware update process.

e You can now exit the update view.

all ¥ 9:41 AM 100% (-

DONE

X Update queue

Update from file

All devices have been updated

-~ Completed - 40

page
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Troubleshooting

Errors may occur during a devices’ firmware update (Silvair firmware, and external firmware). Some
common errors and their explanations are provided below.

IMPORTANT NOTICE:

While doing the OTA (over-the-air) update make sure the devices are powered on. Powering

off the device during the update may render the device unusable.

@ Device A3F0
OUT OF RANGE

@ Device A3FO
DEVICE ALREADY IM LISE

@ Device A3FQ
MESH CONNECTION ERROR

@ Device A3F0
INVALID FIRMWARE FILE

The mobile phone running the mobile app is
too far from the mesh device being updated.
Move closer to the device to be updated
and try again.

The mesh device is being actively used by
another user (testing, configuring, being
added to another zone). Close and log out
of the mobile app on the other iOS devices
which are using the same project. If you are
unable to access other devices, try the
update again later.

There is a problem with the mesh network
connection because there is no mobile
device proxy in the mesh. Enable the mobile
device proxy on another device in this zone
(found in device’s settings view in the
mobile app), and retry the OTA update.

The firmware file that was uploaded is
invalid. The file might be: corrupted, in the
wrong format, or signed with another
device’s encryption key. Upload the file
again, or contact your external firmware
provider.
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@ Device A3F0
UPDATE ERROR

@ Device A3FO
FIRMWARE DOWNLOAD FAILED

@ Device A3F0
0x04 - Invalid object

The firmware update was interrupted by
the user, or the device encountered a
connection error during the process.

This error may also be caused by a
malfunctioning device. Retry the process
again, and contact your device
manufacturer for assistance.

There was a problem downloading the
firmware zip file. Possible causes include a
lost/poor internet connection.

For external firmware update - upload the
firmware file to the mobile app again, and
retry firmware update.

For Silvair firmware update - retry the
process again.

The device encountered a technical error
during the update process. Note the error
and contact our Support.
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